
Welcome to our life

https://youtu.be/QUk8FLivUKU


What every employee must know about the 
changing threat landscape of Cyber Crime and 

what you should do to protect your data

Cyber Security Awareness Training



Why we’re here

• Our experiences with Ransomware and other cyber crimes

• Our mission is "Through teamwork and technology, 
continually improve every organization we've been given 
the privilege to serve." 



Why we’re here

• Our experiences with Ransomware and other cyber crimes.

• Our new mission is "Through teamwork and technology, 
continually protect and improve every organization we've 
been given the privilege to serve." 

• An imperative part of that mission is to bring security focus 
to the owners and staff who CAN avoid getting breached.

In 2016:
The average time it takes a company to 
recover from a data breach is 45 days.  
The average cost per small business is 
$38,000.00.



Why you’re here

• The business’ information HAS VALUE to cyber 
criminals, because YOU need it.

• The business is under attack in many ways.

• You can help prevent an intrusion – you’re actually 
the weakest link!

• It’s time to commit to doing your part to protect 
the business’ data



Cyber Crime Bonanza on SMB’s

CYBER 
SECURITY
A New Headline 

Every Day

• 80% of the breaches in 
small businesses were 
preventable

• 60% of the businesses 
that are breached go 
out of business in 6 
months

• 30% of the victims have 
fewer than 250 
employees



What Do The Bad Guys Want?

To Steal Information…
• Social Security Numbers
• Credit Numbers
• Bank Account Numbers
• Health Information
• Sales/Donor Lists
• Login Credentials
• Trade Secrets
• Intellectual Property

To Commandeer your PC
• Attack other victims

(Botnet, DDos)
• Storage

(Stolen movies, child             
porn, stolen software)

To Deny You Use of Your 
Own Info!
• Demand Ransom for Data



Cyber Crime is easier than ever

Job postings Payment systems Marketplaces

And it’s more accessible to everyone



How it Works
1. You inadvertently download a file with a spy-agent attached.

2. The agent sits dormant on your PC undetected by 
Malware/Virus scanning tools

3. The attacker studies the network, undetected, to identify 
valuable info (trade secrets, credit card numbers, health info) 
and steals it to sell on the black market.  

****OR****
It is added to a collection of other computers housing the same 
dormant tool into a “basket” with criteria associated, based on 
your environment.

4. That “basket” is sold (collections run in the thousands) to the 
highest bidder or for market price, and the buyer is given the 
code to activate the dormant agent.

5. That buyer then uses the dormant agent to deploy malicious 
activity.



Macs, Mobile Devices-Fair Game



Why “work?”



Their own online shopping …



Cybercriminals know you…
ARE NOT PAYING ATTENTION!
• They study your behavior
• They use you to get around security defenses
• They make you an accomplice to stealing 

information
• All they need is ONE vulnerable, careless person
• One behavior can cost your business thousands 

to millions of dollars



Entryway #1: Phone Calls



#2: Social Engineering
Social engineering, in the context of information 
security, refers to psychological manipulation of 
people into performing actions or divulging 
confidential information. 

LinkedIn – build a company org chart based on 
employees & titles.  Gather linked vendors to pose 
as.

FaceBook – gather employee family members, 
associations, marital status, birthdates, hobbies, 
etc for purposes of uncovering passwords

Twitter – get to know your interests, flattery 

SnapChat etc – facial recognition and location 
(who and where you hang out)

https://en.wikipedia.org/wiki/Information_security
https://en.wikipedia.org/wiki/Psychological_manipulation


#3: Phishing Emails



#4: CEO Fraud Emails
Wire Transfer Fraud

“Of the 3rd party involvement claims filed in 2016, 
half involved phishing and social engineering that 
led to the fraudulent transfer of money from the 
victim company to the criminal perpetrators.  The 
cost of these incidents ranged from $26,000 to 
$400,000, all in crisis services.  

We do not believe that these numbers include the 
amounts of money fraudulently transferred.”

~ NetDiligence 2016 Cyber Claims Study; Lloyds of London



#5: Infected Websites
Legitimate websites can have malicious ads

Bing Search, Yahoo Search, and LA Times all have been hit with infected ads on their 
“legitimate” websites



So what can you do?



Let’s start with passwords



IT Security Suggestions
• Passwords

• Strong passwords that rotate every six months
Example 1:  

• Animal (static)
Antelope

• 2nd Character cap
aNtelope

• How many letters total?
aNtelope8

• How many vowels? aNtelope84
• One character or symbol

aNtelope84/

• Example 2:  
• Phrase:  Crazy Hackers Can’t Guess My Password 

1510   chcgmP1510*



IT Security Suggestions
• Passwords

• AVOID!
• Words (happy, library, milk)

• No spouse, kids, parents, or pet’s names

• Don’t use any phone number or portion of

• Birthdates – yours, kids, spouse, parents

• Business topic or category you are in (i.e. 
charity or cooking)

• Never change only last 2 characters when 
updating (password12; password 13; etc)

• Never reverse spelling of a word



Understanding domains
Understand the domain name significance – what 
follows the period is the extension

• .com – least safe
• .org and .net – 2nd least safe

• .edu – pretty safe; it’s an educational institution

• .gov – very safe generally 

What precedes it is the name of the domain.

Difference between:
http://www.support.la-itgirl.com and 
http://www.support.laitgirl.com

Difference between http://www.ford.buyerrights.com
and http://www.ford.com/buyerrights

http://www.support.la-itgirl.com/
http://www.support.laitgirl.com/
http://www.ford.buyerrights.com/
http://www.ford.com/buyerrights


Identify the correct domain
Understand the domain name significance

• .com – least safe
• .org and .net – 2nd least safe
• .edu – pretty safe; it’s an educational institution
• .gov – very safe generally

Difference between:
http://www.support.la-itgirl.com and 

http://www.support.laitgirl.com

Difference between 
http://www.ford.buyerrights.com and 
http://www.ford.com/buyerrights

http://www.support.la-itgirl.com/
http://www.support.laitgirl.com/
http://www.ford.buyerrights.com/
http://www.ford.com/buyerrights


Safe web searches
Web Search sample:

• Note the actual URL that you are 
being sent to
• Ignore Blue Header

• Read full URL of green or http: address

• Unsure? https://virustotal.com to check 
if you’re unsure!

WHICH OF THESE SEARCH RESULTS WOULD 
YOU OPEN?

https://virustotal.com/


Scrutinize email
• What you can do - Email:

• Which of these emails would 
you be very careful opening?

• What areas can you check to 
see if it’s valid?
• Sender actual email address
• Logos
• URL’s to click on



Look before you click

• The URL “hover”:
• Be the master of 

your mouse 
universe.



They are CONVINCING



And protect the data!

• Data storage:
• Lock your PC when away from your desk (5 min)

• No personal USB drives

• No personal Google, DropBox or OneDrive accounts 
used for business or on business computers

• Don’t email business work to your personal email 
account.  Litigation concerns for personal accounts

• Stick with only IT-approved applications



Incident Response
Signs of infection: 

• Browser redirecting to a different website than what you'd 
expect

• New toolbars in the browser or applications on the desktop
• Popups that tell you your computer is infected or that you need 

to run a tool that you're not expecting and familiar with
• Your computer slows wayyyyyyy dowwwwwwwwwwn
• An overload of coupons or junk mail

• First step: Unplug the computer from the internet / network 
connection (demo blue cables on back of computers).  If you're on 
wi-fi, shut the computer down and do not restart it.

• Second step: Take a photo of the pop-up or website redirect with 
your smart phone and text it to us.  Open a service ticket and ask us 
to call your cell with one of our cells so that you can text it for our 
review.



A minute on privacy
• What you can do – Mobile Devices

• All Mobile Devices should have a PIN (phones 
and tablets)

• Turn on Apple iCloud/Find my iPhone, Review 
all settings (live exercise)

• Settings /Privacy 
• /Contacts, Camera
• /Bluetooth Sharing
• /Advertising

• Settings /Privacy /Location Services /Look at list to 
see what is using your location

• System Services /
• Location-Based iAds
• Frequent Locations

• Back up regularly using iTunes
• Don’t download any app that you don’t NEED if 

it’s not from an established company
• If you lose it, let us know RIGHT AWAY



And a minute on your homes



Partner with your IT Support

Policies and procedures are there to 
protect you and the business.

You don’t want to be “That guy.”



We will follow up with an email full of resources and 
three quick questions about this training.

Please refer us!
Stay safe out there.


