6.11.1 Confidential and Proprietary Information

In the course of performing work for [Employer], you will have access to Employer’s tangible property and intangible property. Intangible property is property that has value but cannot be seen or touched. It includes, for example, information, a trade secret, an option to buy, or goodwill of an organization.  
Proprietary Information:
“Proprietary Information” is information in all forms that is not public knowledge, such as certain financial data, test results, processes, or trade secrets, which is viewed as the property of the organization. All Proprietary Information, in any form, that is communicated, or provided, to you during your employment or engagement with [Employer] is considered to be, for purposes of this policy, Confidential Information. 

Confidential Information:
You will also have access to, or receive, information that is confidential in nature to Employer or its [e.g., customers, clients, vendors]. This “Confidential information” in all forms, whether written, oral, electronic, digital, magnetic, photographic, optical, or any other form now existing or created or developed, includes, but is not limited to, the following: 
[(a) Information relating to [Employer]’s planned or existing computer systems, system architecture, computer hardware, computer software, source code, object code, documentation, program libraries, program listings, processing methods, technical processes and operational methods];

[(b) [Employer]’s sales, profits, pricing, and other financial information about [Employer]]; 

[(c) [Employer]’s [e.g., customer, client, vendor] data or lists; existing or planned sales and marketing activities or strategies]; 

[(d) Information regarding [Employer]’s existing or planned organizational restructuring, business affairs, and business initiatives]; 

[(e) Confidential financial data regarding [Employer]’s customers, subcontractors, employees, workplace participants, directors and officers, shareholders or contractors]; 

[(f) A third party’s confidential information licensed to, possessed by, or in the control of [Employer]];

[(g) Information regarding employees and workplace participants, including, but not limited to health, genetic, and social security information;]

[(h) Trade secrets including any inventions, innovations, processes, techniques, works of authorship, developments, derivations, contributions, supplements, enhancements, copyrights, patents, trademarks, trade dress, service mark, and any other intellectual property right and modifications as well as any copies, adaptations, documentation, algorithms, notes, or records thereof, including, but not limited to, computer programs, including both source and object versions thereof, and attendant specifications and source code listings, authored, made, developed, or conceived of and reduced to practice by or under the direction of [Employer] during your employment or engagement for [Employer] and is not generally known to the public]; and,
[(i) Any other information relating to the [Employer] which is not generally known to the public or within the industries and trades in which [Employer] competes or which may otherwise be protected by trade secret law].
Other Information:
Confidential Information shall not include information that is, at the time of the disclosure:

(a) Generally known to the public and not as a result of an act, omission, or disclosure by the [Employer]; 

(b) Rightfully in the possession of the employee or workplace participant prior to employment or engagement; or 
(c) Received by the employee or workplace participant in good faith through no confidentiality violation and without restriction from, or under, any confidentiality duty or obligation to anyone.
Unauthorized Disclosure is Prohibited:
Confidential Information shall not be disclosed within this organization unless there is a legitimate business necessity or a legal right to do so. 
[Employer] requires that you not disclose Confidential Information to anyone outside of [Employer], or use such information in any manner outside of your job duties or functions, unless such disclosure is specifically authorized in writing in advance by [e.g., the Human Resources Department, the Personnel Department, the Compliance Department, ownership, President]. The authorization will specifically describe what may be disclosed, to whom, and by what approved method of disclosure. This provision continues to apply after your employment or engagement with Employer terminates. 
Return or Destruction of Confidential Information:
Under all circumstances, upon the termination of your employment or engagement with [Employer], you must return to [Employer] all Confidential Information, in whatever form or medium in which you received it or created it. If return is not feasible, all Confidential Information must be destroyed by a method Employer will choose and disclose to you. You should retain no copies of such information, including any compilations derived from, or allowing, identification of Confidential Information. You will complete such return or destruction as promptly as possible, but not more than [e.g., thirty (30) days] after the termination of your employment or engagement with [Employer], and certify in writing to [Employer] that such return or destruction has been completed. 
If the return or destruction of Confidential Information is not feasible, you will provide [Employer] written, detailed notification of the conditions that make return or destruction infeasible. Your obligation to refrain from unauthorized disclosure of Confidential Information remains at all times. 
Reporting a Violation of this Policy:
If you witness or acquire information in any manner that leads you to a good faith belief that Confidential Information has been disclosed by someone in violation of this policy, you should report it immediately to your [e.g., manager, supervisor, Human Resources Department, Personnel Department, or Compliance Department]. Failure to report a disclosure of Confidential Information in a timely fashion can lead to discipline, including termination.
If you do not feel comfortable reporting to those listed above, or if you did report and are not satisfied with the response, then you should direct your report or dissatisfaction to [e.g., Human Resources Department, Personnel Department, Compliance Department, or the President, CEO, owner]. 
Please note that you are not required to confront the person or persons who have given you reason to report. However, if you experience wrongdoing, you must make a reasonable effort to make the wrongdoing known as soon as you experience or discover it. Discussing or reporting the violation to any person not listed above does not constitute a report. 
Retaliation Prohibited

Retaliation can include, but is not limited to, harassment, discrimination, or any other unfair treatment or abuse of power. [Employer] prohibits retaliation of any kind against those who, in good faith, report a violation of this policy or who assist in the investigation of a report of a violation of this policy. 

Any employee or workplace participant who retaliates against another employee or workplace participant, for making a good faith report of a violation of this policy or for assisting in an investigation of a report of a violation of this policy, is subject to discipline or termination. 
If you believe you (or another) are being subjected to retaliation for reporting a violation of this policy or for participating in an investigation of a violation of this policy, you should report the retaliation immediately in the manner provided above, regardless of the accused’s identity or position. Please note that you do not have to confront the person who is the source of the retaliation before reporting it, but you must report it as soon as you experience or discover it. Discussing or reporting acts of retaliation to any person not listed above does not constitute a report.

Workplace Investigations

A report of retaliation for reporting a violation of this policy or a report of a violation of this policy made to those listed above will result in an appropriate investigation of the allegations. [Employer] may use third parties to investigate the allegations. All employees and workplace participants have a responsibility to cooperate fully with any investigation. The interviews, allegations, statements, and identities will be kept confidential, on a need-to-know basis, consistent with the law and the investigation process and goals. Unreasonable refusal to participate in an investigation may lead to discipline, including termination. 
Those found to have violated this policy, or retaliated against another in violation of this policy, are subject to discipline including, but not limited to, termination, consistent with the law, the results of the investigation, the severity of the conduct, and the policy violator’s employment history, including any similar reports of prior violations and/or retaliation.  
Knowingly False Reports Prohibited

Any employee or workplace participant who makes a knowingly false report of a violation of this policy or retaliation will be subject to discipline, including termination.
Questions About This Policy

If you have questions, suggestions or concerns about this policy, you should direct them to [e.g., your manager, your supervisor, Human Resources Department, Personnel Department, EEO Department, or Compliance Department].

If you feel uncomfortable discussing your questions, suggestions or concerns about this policy with those listed above, you can direct them to the [e.g., Human Resources Department, Personnel Department, EEO Department, Compliance Department, or the President, CEO, owner].
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