Digital Imaging or Photographic Equipment (Restricted)

For security reasons, [Employer] restricts the taking or recording of digital or photographic images.  

Accordingly, the following:

· [Digital or film cameras];

· [Digital or film recorders];

· [Cell phones with digital cameras];

· [Computers, personal digital assistants or mini-computers with digital cameras]; 

· Any device that can store an image (digital or otherwise) is prohibited in the following areas, [Accounting Department, Human Resources Department, Research and Development Department e.g.]; and

· [Any device that can store an image (digital or otherwise) is prohibited in the following rooms: [restrooms, locker rooms, storage rooms e.g.]].

[Strictly prohibited is the taking of any image (digital or otherwise) of any confidential document, as defined in these policies].

[[Also] strictly prohibited is the taking of any image (digital or otherwise) of [customers, clients, workplace participants, employees e.g.] while on [Employer] property or during your scope of your employment without the consent of [Employer] [and, or] [the person or persons whose image you are taking or photographing].] 

Reporting Violation of This Policy

If you know or suspect a violation of this policy, you must report it immediately to [your manager, your supervisor, the Human Resources Department, the Personnel Department, the Compliance Department, the IT Department e.g.]. 

If you do not feel comfortable reporting as listed above or if you did report and are not satisfied with the response, then you should direct your report or dissatisfaction to [Human Resources Department, Personnel Department, Compliance Department, IT Department e.g.]. 

If for any reason you do not want to discuss the matter with the persons or departments listed above, you may report the matter to [Human Resources Department, Personnel Department, Compliance Department, IT Department e.g.] [or the President, CEO e.g.].

Please note that you are not required to confront the person or persons that have given you reason to report. Discussing or reporting acts that violate this policy to any person not listed above does not constitute a report.

Retaliation Prohibited

If you believe you are being subjected to retaliation for reporting a violation of this policy, or participating in an investigation of a violation of this policy, you should report the retaliation immediately in the manner provided above. Please note that you do not have to confront the person that is the source of the retaliation before reporting, but to help prevent retaliation from continuing, you must report it.   

Any employee or workplace participant that retaliates against another employee or workplace participant for making a good faith report of a violation of this policy, or for assisting in an investigation of a violation of this policy, is subject to discipline or termination. Retaliation can include, but is not limited to, harassment, discrimination, bullying or other unfair treatment or abuse of power. 

Questions About This Policy

If you have questions, suggestions or concerns about this policy, you should direct them to [your manager, your supervisor, the Human Resources Department, the Personnel Department, the IT Department e.g.].

[If you feel uncomfortable discussing your questions, suggestions or concerns about this policy with [the person, the persons, the department e.g.] listed above, you can direct them to the [Human Resources Department, Personnel Department, IT Department e.g.] [or the President, CEO e.g.].]
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