Information Security

For security reasons and other reasons, [Employer] requires that employees with [Employer] laptop computers and other information storage devices take certain precautionary measures to secure them from theft.

[All computers, personal digital assistants, digital storage device or any other device that stores workplace information, sensitive or not, must be registered with [IT Department, Human Resources Department, Personnel Department, Security e.g.].]

[If you store confidential or sensitive information [as defined in this handbook] or private or confidential information about employees or other workplace participants, you must register your information storage device with [IT Department, Human Resources Department, Personnel Department, Security e.g.].] 

With all information storage devices taken outside [of the workplace, the main building, 21 East Main e.g.],  [Employer] requires that:

· [You keep the information device with you at all times and within reach or within line of sight. Strictly prohibited is leaving any device in an unattended vehicle or hotel room];

· You do not allow any unauthorized persons access to the information storage device;

· You do not share your username or password with any person, with the exception of authorized [management, IT, human resources personnel e.g.] or store your username or password on the information storage device;

· [You do not dismantle, erase or program a “work around” of any hardware, software or programmed security or authorized protocol of your information storage device]; and 

· [You do not download, upload or install any hardware, software or information security device without authorization and approval from [Employer, IT, Human Resources Department, Personnel Department] e.g.].

Reporting Violation of This Policy

If you know or suspect a violation of this policy, you must report it immediately to [your manager, your supervisor, the Human Resources Department, the Personnel Department, the Compliance Department, the IT Department e.g.]. 

If you do not feel comfortable reporting as listed above or if you did report and are not satisfied with the response, then you should direct your report or dissatisfaction to [Human Resources Department, Personnel Department, Compliance Department, IT Department e.g.]. 

If for any reason you do not want to discuss the matter with the persons or departments listed above, you may report the matter to [Human Resources Department, Personnel Department, Compliance Department, IT Department e.g.] [or the President, CEO e.g.].

Please note that you are not required to confront the person or persons that have given you reason to report. Discussing or reporting acts that violate this policy to any person not listed above does not constitute a report.

Retaliation Prohibited

If you believe you are being subjected to retaliation for reporting a violation of this policy, or participating in an investigation of a violation, you should report the retaliation immediately in the manner provided above. Please note that you do not have to confront the person that is the source of the retaliation before reporting, but to help prevent retaliation from continuing, you must report it.   

Any employee or workplace participant that retaliates against another employee or workplace participant for making a good faith report of a violation of this policy, or for assisting in an investigation of a violation of this policy, is subject to discipline or termination. Retaliation can include, but is not limited to, harassment, discrimination, bullying or other unfair treatment or abuse of power. 

Questions About This Policy

If you have questions, suggestions or concerns about this policy, you should direct them to [your manager, your supervisor, the Human Resources Department, the Personnel Department, the Compliance Department, the IT Department e.g.].

[If you feel uncomfortable discussing your questions, suggestions or concerns about this policy with [the person, the persons, the department e.g.] listed above, you can direct them to the [Human Resources Department, Personnel Department, the Compliance Department, IT Department e.g.] [or the President, CEO e.g.].]
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