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TALKING POINTS
●privacy technologies as a tool; 
analogous to cash

●privacy is analogous to health
●criminals shouldn’t be the only ones 
with privacy

● intellectual freedom arguments -LFP 
resources

●high demand from patrons
●consumer rights issue



  

BASICS

●Deep Freeze/Clean Slate
●Anonymous guest passes
●Privacy screens
●Chrome with tracking turned of
(Settings → privacy)

●Logging behavior of network, 
authentication system



● Library Privacy Guidelines for Public Access Computers 
and Networks

● Library Privacy Guidelines for Library Websites, OPACs, 
and Discovery Services

● Library Privacy Guidelines for Library Management 
Systems

● Library Privacy Guidelines for Data Exchange Between 
Networked Devices and Services

● Library Privacy Guidelines for E-book Lending and Digital 
Content Vendors

● Library Privacy Guidelines for Students in K-12 Schools

ALA GUIDELINES



  



  

● Obscures your real IP
● Prevents cross-site 

correlation
● Blocks cookies, scripts
● Writes nothing to disk
● Bundled with extensions 

NoScript and HTTPS 
Everywhere

● DuckDuckGo search
● Some usability barriers
● Best practices



  

Copyright © 2015 rt.com

WEB BROWSER SAFETY
●DuckDuckGo Search
●Privacy Badger (Chrome or 
Firefox)

●uBlock Origin (Chrome or Firefox)
●remove Flash!!!!! (not installed in 
Tor)

●use Chrome if not Tor Browser



  

BEHAVIORAL ANALYTICS

Copyright Sony Pictures 2006
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HTTPS is easy with Certbot, 
Let’s Encrypt, and the Library 

Digital Privacy Pledge
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Copyright © 2015 Randall Munroe/xkcd



  

PASSWORDS
●Master password: diceware 
wordlist

●Password managers
-LastPass
-1Password

●2factor authentication
●Security questions
●Mobile device passwords



  

MOBILE
DEVICES = 
DOOMED
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Signal: 
encrypted 
text and 
calls



  

●email is neither secure nor private
●email stored longer than 180 days 
can be requested with a subpoena (US)

●GPG email encryption is the only way to
have private email

●safer providers: Gmail, POBox, Riseup, 
alumni email

●caveats to safer email 

EMAIL IS A POSTCARD 



  

●email is neither secure nor private
●email stored longer than 180 days 
can be requested with a subpoena

●GPG email encryption for private email
●safer providers: Gmail, POBox, Riseup, 
alumni email

●caveats to safer email 

EMAIL IS A POSTCARD 



  

● advertising
● attachments
● links
● social 

engineering
● untrusted 

downloads

● MalwareBytes
● ClamAV
● attachments 

and links in 
Chrome/Gdrive



  

VIRTUAL PRIVATE NETWORKS 



  

CHOOSING A VPN
● logs
● jurisdictions
●DMCA/copyright takedowns
● law enforcement requests
●warrant canaries
●payment systems
●server control and location
●some options: Riseup, PIA, Bitmask



  

FULL DISK 
ENCRYPTION



  

MISC BEST PRACTICES
Legal and consumer resources
● Privacy International: privacyinternational.org
● Article 19: article19.org
● Electronic Frontier Foundation: ef.org
● Bruce Schneier’s blog on security: schneier.com            

Vendor relationships and policies
● ALA Library Privacy Guidelines for E-book Lending and Digital Content 

Vendors

In-library policies and practices
● Piwik analytics over Google analytics
● data minimization (data retention policies)
● data encryption
● law enforcement requests
● other privacy concerns
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MORE HELP!
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Questions? Feedback? Questions? Feedback? 
Need more help?Need more help?

mailing list:mailing list:
lists.riseup.net/www/subscribe/libraryfreedomlists.riseup.net/www/subscribe/libraryfreedom

contact:contact:
@flexlibris@flexlibris
@libraryfreedom@libraryfreedom
alison@torproject.orgalison@torproject.org
alison@libraryfreedomproject.orgalison@libraryfreedomproject.org
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